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Disclaimer

Macquarie University has taken all reasonable
measures to ensure the information in this
publication is accurate and up-to-date. However,
the information may change or become out-dated
as a result of change in University policies,
procedures or rules. The University reserves the
right to make changes to any information in this
publication  without notice. Users of this
publication are advised to check the website
version of this publication [or the relevant faculty
or department] before acting on any information in
this publication.
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Unit guide ELEC8860 Hardware Security

General Information

Unit convenor and teaching staff
Yinan Kong
yinan.kong@mgq.edu.au
appointment via email

Ray Eaton
ray.eaton@mgq.edu.au

Credit points
10

Prerequisites
Admission to MEngElecEng

Corequisites
Co-badged status

Unit description

This unit aims to provide an in-depth introduction to the principal concepts, foundations, and
methodologies for the design of trustworthy security systems on hardware. Specifically, the
unit aims to equip students with the skills needed to build secure and trustworthy hardware
using Field Programmable Gate Array (FPGA) technology. The unit will cover topics in
cryptosystems, error coding techniques as well as state-of-the-art hardware security systems.
The unit will also provide the students with an understanding of and fluency in the quantitative
evaluation of design alternatives while considering design metrics such as performance,
power dissipation, cost and security.

Important Academic Dates

Information about important academic dates including deadlines for withdrawing from units are
available at https://www.mq.edu.au/study/calendar-of-dates

Learning Outcomes

On successful completion of this unit, you will be able to:

ULO1: Describe in depth, a trustworthy security system on hardware, and its constituent
components.
ULO2: Develop a security system on hardware, employing specific hardware

technologies, design skills and advanced knowledge.
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ULO3: Describe, with advanced expertise, the relationship between the security level of

a hardware system and its performance, cost, security metrics, and operational
characteristics.
ULO4: Design a trustworthy, hardware-based system that functions to meet specified

requirements, within the constrains imposed by the hardware platform.

Assessment Tasks

Coronavirus (COVID-19) Update

Assessment details are no longer provided here as a result of changes due to the
Coronavirus (COVID-19) pandemic.

Students should consult iLearn for revised unit information.

Find out more about the Coronavirus (COVID-19) and potential impacts on staff and
students

General Assessment Information

Grading and passing requirement for unit

In order to pass this unit a student must obtain a mark of 50 or more for the unit (i.e. obtain a
passing grade P/ CR/ D/ HD).

For further details about grading, please refer below in the policies and procedures section.

Delivery and Resources

Coronavirus (COVID-19) Update
Any references to on-campus delivery below may no longer be relevant due to COVID-19.

Please check here for updated delivery information: https://ask.mq.edu.au/account/pub/
display/unit_status

Technology used: Xilinx FPGAs, Xilinx ISE & XST and VHDL.

Extension requests: Must be supported by evidence of medical conditions or misadventure.

Unit Schedule

Coronavirus (COVID-19) Update

The unit schedule/topics and any references to on-campus delivery below may no longer be
relevant due to COVID-19. Please consult iLearn for latest details, and check here for
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updated delivery information: https://ask.mq.edu.au/account/pub/display/unit _status

Refer to iLearn for unit schedule

Policies and Procedures

Macquarie University policies and procedures are accessible from Policy Central (https://staff.m
g.edu.au/work/strategy-planning-and-governance/university-policies-and-procedures/policy-centr

Teaching:

» Academic Appeals Policy

» Academic Integrity Policy

* Academic Progression Policy

+ Assessment Policy

» Fitness to Practice Procedure

» Grade Appeal Policy

« Complaint Management Procedure for Students and Members of the Public

» Special Consideration Policy (Note: The Special Consideration Policy is effective from 4

December 2017 and replaces the Disruption to Studies Policy.)

Students seeking more policy resources can visit the Student Policy Gateway (https://students.m
g.edu.au/support/study/student-policy-gateway). It is your one-stop-shop for the key policies you
need to know about throughout your undergraduate student journey.

If you would like to see all the policies relevant to Learning and Teaching visit Policy Central (http
s://staff.mqg.edu.au/work/strategy-planning-and-governance/university-policies-and-procedures/p

Student Code of Conduct

Macquarie University students have a responsibility to be familiar with the Student Code of
Conduct: https://students.mq.edu.au/study/getting-started/student-conduct

Results

directly by your Unit Convenor, are not confirmed as they are subject to final approval by the
University. Once approved, final results will be sent to your student email address and will be

student contact globalmba.support@mg.edu.au

Student Support

dents.mq.edu.au/support/
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Learning Skills

Learning Skills (mqg.edu.au/learningskills) provides academic writing resources and study
strategies to help you improve your marks and take control of your study.

» Getting help with your assignment

» Workshops

* Academic Integrity Module

The Library provides online and face to face support to help you find and use relevant
information resources.

» Subject and Research Guides

e Ask a Librarian

Student Services and Support

Students with a disability are encouraged to contact the Disability Service who can provide
appropriate help with any issues that arise during their studies.

Student Enquiries

For all student enquiries, visit Student Connect at ask.mq.edu.au

If you are a Global MBA student contact globalmba.support@mg.edu.au

IT Help

For help with University computer systems and technology, visit http://www.mq.edu.au/about us/

offices_and_units/information_technology/help/.

When using the University's IT, you must adhere to the Acceptable Use of IT Resources Policy.

The policy applies to all who connect to the MQ network including students.

Changes from Previous Offering

New unit
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