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Disclaimer

Macquarie University has taken all reasonable
measures to ensure the information in this
publication is accurate and up-to-date. However,
the information may change or become out-dated
as a result of change in University policies,
procedures or rules. The University reserves the
right to make changes to any information in this
publication  without notice. Users of this
publication are advised to check the website
version of this publication [or the relevant faculty
or department] before acting on any information in
this publication.

Notice

As part of Phase 3 of our return to campus plan,
most units will now run tutorials, seminars and
other small group activities on campus, and most
will keep an online version available to those
students unable to return or those who choose to
continue their studies online.

To check the availability of face-to-face activities
check detailed information onumtassessments
visit your unit's iLearn space or consult your unit
convenor.

https://unitguides.mq.edu.au/unit_offerings/139948/unit_guide/print
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https://www.mq.edu.au/about/coronavirus-faqs
https://timetables.mq.edu.au/2020/
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General Information

Unit convenor and teaching staff
Lecturer

Matthew Mansour
matthew.mansour@mgq.edu.au
Check ilearn

Check ilearn

Moderator

Mauricio Marrone
accg3058@mq.edu.au
N/A

Credit points
10

Prerequisites
ACCG250 or ACCG2050

Corequisites
Co-badged status

Unit description

This unit further develops an understanding of internal and operational controls as well as
knowledge of the organisation as it relates to information systems (IS) audit and assurance.
Students will examine the risks associated with information systems using frameworks that
provide professional standards, guidelines, tools and techniques for IS audit and control. The
risk-based approach to IS audit is developed so that students have an understanding of
inherent risks, control risks and detection risks. Students will be exposed to computer auditing
tools and techniques that both directly and indirectly examine the internal logic of an
organisation's applications. In this unit students develop graduate capabilities in a range of
areas, including: critical analysis skills in information management and analysis; problem-
solving skills in sourcing and identifying relevant information and interpreting output in a
multidisciplinary environment; and communication and negotiation skills.

Important Academic Dates

Information about important academic dates including deadlines for withdrawing from units are
available at https://www.mq.edu.au/study/calendar-of-dates

https://unitguides.mq.edu.au/unit_offerings/139948/unit_guide/print 2
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Learning Outcomes

On successful completion of this unit, you will be able to:

ULO2: Assess Information Systems risks and controls and their implications for
organisations.

ULO1: Evaluate and demonstrate the importance of Information Systems Audit for
Information Systems Governance for organisations

ULO3: Explain how Information Systems audit objectives provide effective Information
Systems Governance

ULO4: Evaluate and explain Information Systems audit tools and techniques.

ULOS: Construct a critical synthesised evaluation of and response to Information

Systems audit risk assessments.

Assessment Tasks

Name Weighting Hurdle Due

Assessed Coursework 30% No Weeks 4/6/8/10/12
Case Study 30% No Week 6

Final Exam 40% No TBA

Assessed Coursework

Assessment Type : Participatory task
Indicative Time on Task 2: 25 hours
Due: Weeks 4/6/8/10/12
Weighting: 30%

Each activity will be undertaken in the timeframe allocated during the tutorials and must be
submitted at the end of tutorial by each student. Each activity is worth 10%. There will be 3 in-
class tasks for this assessment during 3 random weeks of the session (between weeks 3 to 12).
The task will take the form of a group discussion (5-6 students per group) followed by each
student completing the assessment task individually.

On successful completion you will be able to:
» Assess Information Systems risks and controls and their implications for organisations.

+ Evaluate and demonstrate the importance of Information Systems Audit for Information

https://unitguides.mq.edu.au/unit_offerings/139948/unit_guide/print 3
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Systems Governance for organisations
» Explain how Information Systems audit objectives provide effective Information Systems
Governance

» Evaluate and explain Information Systems audit tools and techniques.

Case Study

Assessment Type : Case study/analysis
Indicative Time on Task 2: 25 hours

Due: Week 6

Weighting: 30%

Students are required to prepare an Information Systems audit report. Full details of the
assignment (assignment objectives, question material, requirements, etc) will be made available
through the unit’s iLearn.

On successful completion you will be able to:
» Assess Information Systems risks and controls and their implications for organisations.

+ Evaluate and demonstrate the importance of Information Systems Audit for Information
Systems Governance for organisations

» Explain how Information Systems audit objectives provide effective Information Systems
Governance

» Evaluate and explain Information Systems audit tools and techniques.

» Construct a critical synthesised evaluation of and response to Information Systems audit

risk assessments.

Final Exam

Assessment Type !: Examination
Indicative Time on Task 2: 40 hours
Due: TBA

Weighting: 40%

A 2.5 hour (plus 10 minutes reading time) examination will be held during the University
Examination Period. The final exam is designed to let students demonstrate the knowledge and
skills they have attained during the session.

https://unitguides.mq.edu.au/unit_offerings/139948/unit_guide/print 4
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On successful completion you will be able to:
» Assess Information Systems risks and controls and their implications for organisations.

» Evaluate and demonstrate the importance of Information Systems Audit for Information
Systems Governance for organisations

» Explain how Information Systems audit objectives provide effective Information Systems
Governance

» Evaluate and explain Information Systems audit tools and techniques.

» Construct a critical synthesised evaluation of and response to Information Systems audit

risk assessments.

T 1f you need help with your assignment, please contact:

+ the academic teaching staff in your unit for guidance in understanding or completing this
type of assessment

 the Writing Centre for academic skills support.

2 Indicative time-on-task is an estimate of the time required for completion of the assessment
task and is subject to individual variation

Delivery and Resources
Teaching and Learning Strategy
ACCG3058 is taught via lectures (Live via Zoom) and tutorials (Live on campus OR Live via

Zoom - check timetables.mq.edu.au for which classes are on campus and which are online. NB
You cannot mix modes). The feedback that you receive plays also a crucial role in your learning.

Lectures are used to introduce new material, give examples of IS Audit and Assurance and put
them in a wider context.

Tutorials are small group classes which give you the opportunity to interact with your peers and
with a tutor who has a sound knowledge of the subject. This also gives you a chance to practice
your soft skills. NB. For this semester for ACCG3058, tutorials start in week 2 and the
Lectures start in week 1.

You have many opportunities to seek for and to receive feedback. During lectures, you are
encouraged to ask the lecturer questions to clarify anything you might not be sure of.

Each week you should:

» Attend live lectures, take notes, ask questions

+ Attend your tutorials and seek feedback from your tutor on your work

* Read assigned reading material, add to your notes and prepare questions for your
lecturer or tutor

+ Start working on any assessments immediately after they have been released.

https://unitguides.mq.edu.au/unit_offerings/139948/unit_guide/print 5
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Lecture notes are made available each week but these notes are intended as an outline of the
lecture only and are not a substitute for your own notes or reading additional material.

Classes

Each week you should attend 1.5 hours of live lectures (via Zoom), and a 1.5 hour tutorial class
(on campus OR online via Zoom)

Please note that you are required to submit a certain number of assessments. Failure to do so
may result in you failing the unit.

Textbook
It recommended to access to the following textbook(s):

Information Assurance Handbook 1e, Authors Corey Schou and Steven Hernandez, ISBN:
9781307383300

https://www.mheducation.com.au/9781307383300-aus-ebook-information-assurance-handboo

Some copies of the text may also be available through the reserved section in the library. The
content of this text forms the foundation of the unit, but material to be considered (and examined)
will go beyond text content.

Technology used

iLearn: This unit will use iLearn as an online technology for students to access course material,
announcements as well as any other documents related to this unit. Students are required to
regularly check the iLearn for accessing up-to-dated information about the unit.

Echo is a multi-media learning tool that provides an audio of the lectures which students can
download and listen to at their convenience. Echo will be made available at the end of each
week via the unit’'s website (iLearn).

Expectations and Workload

Students are expected to spend 150 hours working on this unit. As a guide a student should
spend these approximate amounts of time on each of the following activities:

Tasks Expected workload (hours)
Assessed coursework 35

IS Audit Report 50

Business Simulation 65

Total 150

https://unitguides.mq.edu.au/unit_offerings/139948/unit_guide/print 6
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Unit Schedule

Class

10

1"

12

13

Topic

The Need for Information Security

Assets, Threats, Vulnerabilities, Risks, and Controls

Information Security management System

Planning for Security

Asset Management /

Information Security Risk Management

Information Security in System Development / Physical and Environmental Security Controls

Information Security Awareness, Training, and Education

/ Preventive Tools and Techniques

Information Security Incident Handling

Computer Forensics

Business Continuity

Audits variations Small / Medium / Large Corps

Certification options / Guest Lecturer

Final Exam Revision

Policies and Procedures

Macquarie University policies and procedures are accessible from Policy Central (https://policie

Chapter

1&2

9&10

14 & 15

16 & 17

21

22

23

Tutorial

No tutorial in week 1

Practice Assessment

Prep Week

Presentation Week

Prep Week

Presentation Week

Report Due

Prep Week

Presentation Week

Prep Week

Presentation Week

Prep Week

Presentation Week

Wrap Up tutorial

Learning and Teaching:

» Academic Appeals Policy

* Academic Integrity Policy

» Academic Progression Policy

https://unitguides.mq.edu.au/unit_offerings/139948/unit_guide/print
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* Assessment Policy

* Fitness to Practice Procedure

» Grade Appeal Policy

» Complaint Management Procedure for Students and Members of the Public

» Special Consideration Policy

Students seeking more policy resources can visit Student Policies (https://students.mq.edu.au/su
pport/study/policies). It is your one-stop-shop for the key policies you need to know about
throughout your undergraduate student journey.

To find other policies relating to Teaching and Learning, visit Policy Central (https://policies.mq.e

Student Code of Conduct

Macquarie University students have a responsibility to be familiar with the Student Code of
Conduct: https://students.mq.edu.au/admin/other-resources/student-conduct

Results

directly by your Unit Convenor, are not confirmed as they are subject to final approval by the
University. Once approved, final results will be sent to your student email address and will be

student contact globalmba.support@mg.edu.au

Student Support

dents.mq.edu.au/support/

Learning Skills

Learning Skills (mg.edu.au/learningskills) provides academic writing resources and study
strategies to help you improve your marks and take control of your study.

» Getting help with your assignment

» Workshops

* Academic Integrity Module

The Library provides online and face to face support to help you find and use relevant
information resources.

» Subject and Research Guides

» Ask a Librarian

https://unitguides.mq.edu.au/unit_offerings/139948/unit_guide/print 8
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Student Services and Support

Students with a disability are encouraged to contact the Disability Service who can provide
appropriate help with any issues that arise during their studies.

Student Enquiries

For all student enquiries, visit Student Connect at ask.mq.edu.au

If you are a Global MBA student contact globalmba.support@mq.edu.au

IT Help

For help with University computer systems and technology, visit http://www.mq.edu.au/about us/
offices and_units/information _technology/help/.

When using the University's IT, you must adhere to the Acceptable Use of IT Resources Policy.
The policy applies to all who connect to the MQ network including students.

Changes from Previous Offering

Updated Lecture content
Updated tutorials
Updated report

Research & Practice, Global & Sustainability

This unit addresses global and sustainability issues as direct areas of study and as

necessary implications arising from the materials, assessment and academic discussion and
debate in classes/seminars. We promote sustainability by developing ability in students to
research and locate information within accounting discipline. We aim to provide students with an
opportunity to obtain skills which will benefit them throughout their career. The unit materials
have a reference list at the end of each chapter/module/text containing all references cited by the
author. These provide some guidance to references that could be used to research particular
issues.

Unit information based on version 2021.02 of the Handbook

https://unitguides.mq.edu.au/unit_offerings/139948/unit_guide/print 9
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